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Abstract 

This paper examines privacy in social networks by looking at literature that examined mobile 

Online Social Networks (mOSNs) on Xing via de-anonymization attacks studying users in 

groups, socialbots (fake accounts) on Facebook via large-scale infiltration, general research on 

how social networks need to improve their privacy, location-based mobile social networking 

services and how there can be location cheating attacks, and also looked at mobile OSNs and 

how they could be leaking private information to third parties. The researchers explained ways to 

improve privacy in the social networks including mobile and found that they were prone to all 

sorts of attacks and that privacy needs to be improved even now. Some of the researchers 

explained theory, others did actual experimentation. 



Introduction and Problem statement 

 Social networks such as Facebook, Twitter, or Google Plus have all recently been created 

within the last decade, but privacy concerns have always been around. Social networks are online 

websites which allow users to share information and videos, connect with people around the 

world, stay in touch with friends and family, re-connect with past classmates, and allow users to 

express their thoughts and emotions. Users share basic information and include general 

information about themselves which they can choose to share with the public or keep some 

private. Some information can only be seen by certain users or if you are added to their network. 

This privacy in the social networks or lack thereof will be discussed. 

 Many people complain that too much of their information is being shared in 

advertisements or being shared at places they don’t want it to. This is why social networks like 

Facebook have had to change their privacy settings on multiple occasions because users 

complained. This particular topic is important because privacy is one the most important factors 

for a user’s experience on a social network. Users do not want their information displaced 

somewhere they don’t want it or shared with people they don’t want to. Users worry that private 

information such as their address could be put out in public and that could cause for concern. 

Socially, if a user has information on their personal profile that they don’t want shared with 

everyone, and it is, then other users will know certain things that the user didn’t want shared 

with. This can cause for social awkwardness. 

 If privacy in social networks is not solved to a degree in which majority of users are 

satisfied, then too much user’s information would be public and it would call for concern of the 

safety of some users. Their private information such as location or phone number could be 

available without permission. Also, if user information is made public in excess, then the whole 



idea of privacy could be changed because everyone would know things about everyone without 

each knowing it possibly. This certain problem is fairly new because social networks are recent 

developments, but the issue with privacy is seen in almost any other field. Popular social 

networks were developed in the last 10 years (Facebook in 2004, Twitter in 2006, and Google 

Plus in 2011). 

Current study (Literature review) 

The first article that was looked “A Practical Attack to De-Anonymize Social Networks,” 

written by Gilbert Wondracek, Thorsten Holz, Engin Kirda, and Christopher Kruegel. 

Wondracek and company introduce an attack that deanonymizes exposes a user’s group 

membership information available on social networking websites. They want to show that this 

information is sufficient enough for either direct identification or at least close. Instead of 

tracking a user via cookies, they (are trying to) make it possible to track an actual person. If a 

user’s group membership needs to be discovered, browser history stealing type attacks are made. 

Wondracek and co. used theoretical analysis and empirical measurements to demonstrate 

feasibility of an attack against Xing (Another social network, not at large but has over 8 million 

users). Advantages of their study include, potentially vital information on privacy concerning 

group membership for users; ways to prevent future hacking and breaches. A disadvantage is that 

they looked at a smaller social network called Xing instead of Facebook or Twitter. 

 The next article is written by Monica Chew, Dirk Balfaz, and Ben Laurie, 

“(Under)mining Privacy in Social Networks.” Chew and co. pointed out three different areas 

where social networking sites negatively affect user privacy. The three include- unwarranted 

occurrences in a user’s activity stream, unwelcome linkage, and deanonymization via merging of 

social graphs. They said the core problem in the past has been a difference between the mental 



model the user has in his head and how it actually worked. To solve these problems they bring 

together the users anticipation of system with how it actually works. They want to make 

systematic changes to fit the mental model by explicitly stating how the system and/or give users 

more power over the system. An advantage of this study is that Chew and company identify 

areas where privacy is lacking, within social networks, and make recommendations to fix them. 

This also serves to be a disadvantage because they are only speaking in theory—no 

experimentation or field practice is done. 

The third article is entitled, “Location Cheating: A Security Challenge to Location-based 

Social Network Services.” It is written by Wenbo He, Xue Liu, and Mai Ren. He and company 

perform research on location-based mobile social network services like foursquare and Gowalla, 

and want to observe the threat of attacks that display wrong locations. They want to find the 

essential cause of this, and introduce the possible mechanisms to defend against it. The 

researchers analyzed crawled data and found that automatic large scale cheating could occur. 

They created a location cheating attack that allows the attacker to make the specific provider 

believe that he/she is in a completely different location compared to the actual one. Their 

experimentation on Foursquare showed that this particular attack type is successful. Thus, 

location cheating really is a threat to location-based mobile social network services. They also 

suggest several techniques for enhancing security of location information. An advantage is that 

they did real world experimentation on foursquare, which would be the most relevant one to use 

for the study because it is the leading location-based social network. One disadvantage is that the 

counter measures in the new systems aren’t up to par. 

The fourth article is “Privacy Leakage in Mobile Online Social Networks,” authored by 

Balachander Krishnamurthy and Craig E. Willis. Krishnamurthy and company looked at the 



impact that privacy has concerning mobile Online Social Networks (mOSNs), by presenting a 

few ways to study the leakage of privacy and discuss the current status of known leakages. They 

found that all the mOSNs leakage some of their private information to third parties. 

Krishnamurthy and co. saw that the problems in traditional OSNs continued on, and also that 

new ones were introduced. Advantages include, significant information on leakage and concerns 

with privacy. A disadvantage is that they did not suggest ways to improve the problems, merely 

showed what is wrong. Essentially all theory and no true implications. 

The last article that was looked at was “The Socialbot Network: When Bots Socialize for 

Fame and Money.” The authors include, Yazan Boshmaf, Ildar Muslukhov, and Matei Ripeanu. 

The purpose for their paper is to make an evaluation on how OSNs are prone to a large-scale 

infiltration by socialbots. Boshmaf and company used a classic web-based botnet design and 

built a ‘Socialbot Network’ (sbN) that operated on Facebook for 8 weeks. The researchers 

collected data that corresponded to a users’ behavior in response to these socialbots. They came 

up with the following: OSNs can be infiltrated with a success rate of up to 80%; a successful 

infiltration can be so dangerous that it can cause even more of a user’s data to be exposed (when 

compared to public access); though, it is dependent on a user’s personal privacy settings. Finally, 

Boshmaf and co. found in practice that the OSN security defenses aren’t nearly effective enough 

in finding or preventing infiltration on a large-scale.  

They used bots that pretend to be real OSN users (fake accounts) and it proved to be 

effective for the infiltration, especially if the user and bot have mutual connections. They did this 

on Facebook, while for other systems they found that there were alarming privacy breaches and 

serious implications. Advantages for this study are that it showed that fake accounts can be 

effective in hindering a social network; this data could be used in the future to prevent actual 



infiltrations from occurring; operated on Facebook, the largest social network in the world with 

the most users. A disadvantage is that the researchers assumed that all OSNs are represented by 

Facebook, so therefore they only experimented on that network. This could prove their work to 

be ineffective because there are many users who use Twitter, Google Plus and other social 

networks. Data from these other networks could skew the results, because it is possible the 

socialbots are only effective on Facebook’s network. 

Comparing and contrasting these articles, the article by He and co. and Krishnamurthy 

and co. both looked at mobile devices. He and co.’s looked at location-based social networking 

services like foursquare while Krishnamurthy and co. looked at mobile OSNs privacy generally. 

They did not necessarily focus on one particular OSN. Boshmaf and co.’s article focused solely 

on Facebook and privacy concerns to socialbots. Wondracek and co.’s article looked mostly at a 

lesser known social network in ‘Xing.’ They looked at groups and user identification on the 

social networks. And lastly, Chew and co.’s study did not focus on any particular social network, 

but did mention Facebook. In the literature that was reviewed they could also be classified as 

having only theoretical research done or actual experimentation. Wondracek and co.’s article had 

theoretical analysis and empirical measurements for their study. Krishnamurthy and co.’s also 

was theoretical, as they only showed ways to study their topic of choice and provided a report on 

the current status of leakages. The rest of the articles all contained an experiment that was done 

for their research. 

Discussion 

 Krishnamurthy and co. were concerned in their study with new features that would be 

unique to mobile access that could be leaked in the OSNs that were looked that in their study. 

Boshmaf and co. assert that a large-scale infiltration will be a future cyber threat and that 



protection against these dangers is the first step towards a safer internet experience. He and co. 

stated that they wanted to find greater solutions to find the identity of cheaters, especially those 

still not found by the anticheating mechanism. They also wanted to improve balance among 

usability and security so that the location-based mobile social networking become more popular 

The two articles by Chew and co. and Krishnamurthy and co. provided good information 

and ideas but they could have improved if they included field study for their research. Without 

experimentation these studies could be considered insufficient. The rest of the studies adequately 

addressed their issue and provided conclusive evidence for support. The study by Wondracek 

and co., is possibly manipulating their results because they use a lesser known social network, 

Xing. And they don’t use any other ones. Boshmaf and co.’s study, like mentioned before, only 

used Facebook for their study.  Although Facebook is the leading social network in the world, 

the researchers are likely making unrealistic assumptions by not using any other social network 

as an example. 

All the research that was done from the literature, attempts to either show theoretically or 

experimentally, how to improve privacy in social networks. Though they look at different parts 

of social networking such as mobile or internet, they all are in unison in explaining ways to 

prevent security breaches and improve privacy for users. None of the conclusions called for less 

privacy, which shows that privacy could still be a concern for users on social networks.  
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